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1 Introduction and Scope 

1.1 Background 
 
The PIEVC Engineering Protocol for Infrastructure Vulnerability Assessment and Adaptation to 
a Changing Climate (The Protocol) outlines a process to assess the infrastructure component 
responses to impacts of changing climate.  Information developed through the assessment 
process will assist owners and operators to effectively incorporate adaptation to changing 
climate into design, development and management of their existing and planned infrastructure.  
 
The Protocol describes a step-by-step methodology of risk assessment and optional engineering 
analysis for evaluating the impact of changing climate on infrastructure.  The observations, 
conclusions and recommendations derived from the application of this Protocol provide a 
framework to support effective decision-making about infrastructure operation, maintenance, 
planning and development.  
 
The Protocol was developed for owners and operators to assess public infrastructure. However, 
the principles and steps will be similar for assessing privately owned infrastructure. 
 
The Protocol was developed with funding contributions from Natural Resources Canada under 
the direction of the Public Infrastructure Engineering Vulnerability Committee (PIEVC).  PIEVC 
was a national steering committee established by Engineers Canada in 2005.  The committee 
consisted of senior representatives from federal, provincial and municipal levels of government 
in Canada along with several non-government organizations.  It oversaw the first National 
Engineering Vulnerability Assessment project, a long-term initiative of the Canadian 
Engineering profession to assess the vulnerability of public infrastructure to the impacts of 
changing climatic conditions.   This Protocol is one key product of PIEVC’s work. 
 
Engineers Canada (the business name of the Canadian Council of Professional Engineers) owns 
the intellectual property that is the Protocol.  It may be used in Canada for Canadian-based 
infrastructure without charge, provided the user signs a license agreement with Engineers 
Canada.  Parties residing outside of Canada wishing to use the Protocol should contact 
Engineers Canada to establish licensing arrangements. 
 
The Protocol is divided into three sections: 
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Principles and Guidelines 
 
 Description of the processes and organization for planning engineering vulnerability 

assessments of public infrastructure  
 Presentation of the basic principles of risk management that are applicable to this work 
 Presentation of the basic principles of triple bottom line analysis that are applicable to 

this work 
 Procedural description of the eight steps that comprise both the vulnerability 

assessment phase and triple bottom line phase of the project  
 
Vulnerability Assessment Module 
 
 Detailed, step-by-step procedures for executing an infrastructure vulnerability 

assessment 
 Worksheets covering each step of the process 

 
Triple Bottom Line Module 
 
 Detailed, step-by-step procedures for executing a triple bottom line analysis of 

vulnerability assessment findings and recommendations 
 Worksheets covering each step of the process 

 
The Principles and Guidelines document is designed to provide a comprehensive background 
on the basic elements of engineering vulnerability assessment and triple bottom line analysis.  
The document also provides additional guidance on the philosophies, assumptions and critical 
elements that support a successful assessment project.   
 
The Vulnerability Assessment and Triple Bottom Line Modules are procedures documents.  
Generally, they do not explain the rationale for the outlined tasks, as this can be found in 
Principles and Guidelines.   Rather, the Modules provide the practitioner with a sequential 
listing of the actions they must undertake to complete an assessment.  The companion 
worksheets provide a location for the practitioner to document that they have addressed each 
step of the Protocol and record their findings.  
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1.2 Guiding Principles 
 
This Protocol is based on a set of guiding principles that establish a consistent methodology to 
assess infrastructure engineering vulnerability induced by changing climatic conditions.  These 
principles include: 
 
 This is an engineering exercise.  The purpose is to assess engineering vulnerability on a 

system-component basis and identify adaptation strategies based on this analysis.   
 
 The assessment of climate-induced engineering vulnerability is a multi-disciplinary 

process requiring effective interdisciplinary collaboration.  The process relies on 
professional judgment and as such it is critical that the assessment incorporate the input 
and advice of all relevant disciplines. 

 
 In the context of the Protocol, the word practitioner refers to the entire team of 

professional, scientific, management, operations and maintenance personnel engaged 
in the assessment. 

 
 The process is results-oriented.  Emphasis is placed on identifying pragmatic approaches 

to answering the infrastructure vulnerability question within an established schedule 
and budgetary constraints.  Tight timelines and limited budgetary resources may affect 
the robustness of the overall assessment.  The Protocol is designed to allow 
practitioners to assess vulnerability, document assumptions and identify the limitations 
of the assessment.   

 
 The Protocol specifically calls for documentation in a manner that allows for future 

review of the infrastructure, thereby allowing future teams to update the assessment 
with newer information. 

 
 Professional judgment and expert opinion are different.  Expert opinion is a legal term 

that defines a set of circumstances where a court or other judicial body may officially 
and legally rely upon an individual’s unique and specialized opinions within a limited 
area of expertise.  Professional judgment is the interpretation and synthesis of data, 
facts and observations and the extrapolation of that analysis by the practitioner to 
provide a judgment of how the infrastructure may respond to a specific set of 
conditions.   
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 Language may present hurdles in the effective execution of the Protocol.  Wherever 
possible, we have defined the way we apply terms within the context of the Protocol.  
However, it is critical that the various professionals involved in the process 
communicate openly with each other.  Different professional disciplines often use the 
same words to convey very different meanings.  On multi-disciplinary teams, this can 
often lead to confusion and conflict.  Understanding these differentiations is critical to 
both the progress and efficiency of an assessment team.  An open and frank assessment 
of underlying principles will often clarify matters and resolve apparent differences of 
opinion. 

 
 
It is very important that practitioners do not underestimate the impact that differences in 
language usage between different disciplines may have on the effective execution of an 
interdisciplinary assessment.  This is particularly evident in the language and culture of 
climate scientists as opposed to that of the engineering profession.   
 
To a scientist, being “conservative” means essentially not drawing conclusions beyond what 
can confidently be inferred from scientific analysis.  For example, in sea-level rise, this would 
generally mean “low estimates” to a scientist.  However, to an engineer, largely interested in 
protection, being “conservative” would normally mean the exact opposite, i.e. high estimates.   
 
These differences can often lead to confusion and avoidable conflict unless the practitioner is 
particularly sensitive to the nuances of language and professional culture as they manage 
their team and work with other professionals from the infrastructure owner’s organization. 
 
  



PIEVC Engineering Protocol  
For  

Infrastructure Vulnerability Assessment and Adaptation to a Changing Climate 
 

PRINCIPLES and GUIDELINES 
 

Version PG-10.1           June 2016 
 

 

  Page 10 of 54 
 

©Engineers Canada 
2015 

2 Vulnerability, Engineering Vulnerability and Risk Assessment 
 
This Protocol outlines a procedure for assessing the engineering vulnerability of infrastructure 
and identifying adaptive actions to reduce the identified vulnerability, as appropriate.  A 
glossary of terms used in the Protocol is presented in Appendix C.  However, it is important that 
practitioners have a clear understanding of the distinctions between vulnerability, engineering 
vulnerability and risk.  We provide a brief explanation in the following sections. 
 

2.1 Vulnerability 
 
In this protocol we define vulnerability as: 
 

The degree to which a system is susceptible to, or unable to cope with, adverse 
effects of climate change, including climate variability and extremes.  Vulnerability 
is a function of the character, magnitude, and rate of climate variation to which a 
system is exposed, its sensitivity, and its adaptive capacity. 

  
Vulnerability captures all of the potential impacts posed by the climate affecting an 
infrastructure system.  This includes not only impacts on the serviceability and functionality of 
the system but also broader socioeconomic and environmental effects.  This definition is far-
reaching and creates a large set of factors that may not be within the purview of the 
infrastructure owner or its engineering and management personnel.  An all-encompassing 
assessment of vulnerability, per se, would require an extensive range of expertise, including not 
only engineering and climate specialties but also social scientists, economists, multiple levels of 
government and a very large group of external stakeholders.  This type of study is well outside 
of the scope of most infrastructure owners and operators.  Infrastructure owners require a 
more focused approach to determine the sub-set of hazards that are within their purview.  This 
allows them to develop an effective adaptation strategy for factors that are within their direct 
management and budgetary control.  This is the realm of engineering vulnerability. 
 

2.2 Engineering Vulnerability 
 
Engineering vulnerability is a sub-set of vulnerability that is more focused on the structural and 
operational features of the infrastructure itself.   
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In this Protocol we define engineering vulnerability as: 
 

The shortfall in the ability of public infrastructure to absorb the negative effects, and 
benefit from the positive effects, of changes in the climate conditions used to design 
and operate infrastructure. 
 
Vulnerability is a function of: 
 

1. Character, magnitude and rate of change in the climatic conditions to which 
infrastructure is predicted to be exposed; 

2. Sensitivities of infrastructure to the changes, in terms of positive or negative 
consequences of changes in applicable climatic conditions; and 

3. Built-in capacity of infrastructure to absorb any net negative consequences 
from the predicted changes in climatic conditions. 

 
Vulnerability assessment will, therefore, require assessment of all three elements 
noted above. 

 
Engineering vulnerability is a specific category of vulnerability that generally excludes factors 
outside of the direct management control of the infrastructure owner, operations, 
maintenance and engineering personnel.  While the assessment of engineering vulnerability 
may consider broader socio-economic impacts, the assessment remains focused on identifying 
adaptation strategies directly applicable to the infrastructure system itself.  The assessment 
may identify broader issues but typically leaves the development of adaptation responses to 
those issues to other experts in follow-up studies.  For example, a highway vulnerability 
assessment may identify that fogging conditions will occur more frequently potentially affecting 
public safety.  While outside of the scope of the current assessment, this may nonetheless be a 
serious concern that the practitioner identifies for further study requiring specialized expertise.  
 
There is an element of prediction imbedded in the definition of engineering vulnerability.  The 
practitioner is asked to forecast both: 
 
 The change in climate conditions to which the infrastructure will be exposed; and 
 The way the infrastructure may respond to those changes. 

 
In engineering practice, analysis of the likelihood of hazard events and the impacts of those 
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events on engineered systems is defined as risk assessment. 
 

2.3 Risk Assessment 
 
Risk assessment is a process used to establish a measure of the risk created by identifiable 
hazards. 
 
In this Protocol, we define risk as: 
 

The possibility of injury, damage, loss, loss of function, or negative environmental 
impact created by a hazard.  The significance of risk is a function of the probability of 
an unwanted incident and the severity of its consequence. 

 
We provide a detailed backgrounder on risk in Section 6. 
 
It is important to understand that, in this Protocol, risk is applied as a measure of engineering 
vulnerability.   Engineering vulnerability is a physical phenomenon.  That is, either a structure is 
or is not vulnerable to changing climate.  If it is, in an engineering sense, the infrastructure is 
subject to failure or impaired service function.  The degree of failure depends upon the level of 
the vulnerability.  Risk is a derived value that characterizes this vulnerability.   
 
Risk can be based on statistical analysis of failure frequency and failure mode analysis.  When 
assessed in this manner, the process can be a highly numerical and precise analysis.  However, 
just as often, due to technical, budgetary or other limitations, we do not have the capacity to 
measure engineered systems to a high level of precision.  Nonetheless, risk assessment may still 
be conducted based on professional judgment and review of historic failure modes.  In these 
cases, the resulting risk values cannot be viewed as precise, calculated, parameters.  Rather the 
assessment is a scoring exercise that identifies areas of concern, facilitating the prioritization of 
management and engineering responses. 
 
For most changing-climate infrastructure vulnerability assessments, the practitioner team will 
not have access to precisely measured or derived data.  There is still a significant level of 
uncertainty associated with predicting how climate parameters will change within precisely 
defined geographic and temporal boundary conditions.  As well, although the infrastructure in 
question may have experienced similar conditions in the past, it is often unclear how it may 
respond to the specific set of conditions identified by practitioner teams.  For these reasons, 
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most infrastructure vulnerability assessments are fundamentally a blend of some measure of 
site-specific data in conjunction with a scoring exercise based on professional judgment.  This 
Protocol provides detailed guidance on the range and level of professional expertise required to 
successfully execute an evaluation. 

2.4 Engineering Vulnerability - A Subset  
 
Based on the above considerations, engineering vulnerability is a subset of overall vulnerability.  
We can gauge the range of engineering vulnerability through standard engineering tools, such 
as risk assessment.   
 
The Protocol outlines a risk-scoring methodology based on professional judgment and applies 
standard risk assessment methodologies to characterize the engineering vulnerability of an 
infrastructure system.  Many assumptions are used to back up the professional judgment. The 
Protocol assists in documenting these assumptions.  The practitioner may revisit the 
assumptions in the future to update the overall risk assessment based on new or better 
information. 
 
Conceptually, the relationships between vulnerability, engineering vulnerability and risk 
assessment are depicted in Figure 1. 
 

Figure 1:  Vulnerability, Engineering Vulnerability and Risk 
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3 Vulnerability Assessment Planning and Execution 
 
Engineering vulnerability assessments normally involve a discrete infrastructure, subsystems or 
components rather than an entire inventory.  The infrastructure(s) should be carefully selected 
to provide a representative sample of the inventory.  If significant vulnerabilities are detected, 
and there is widespread variability in nature and severity of vulnerabilities, it may be necessary 
to assess all infrastructures in an inventory to determine what adaptive actions are required for 
an individual component of the infrastructure. 
 
There are five phases in planning and executing a changing-climate infrastructure vulnerability 
assessment.  These include: 
 
 Phase I    – Concept 
 Phase II  – Scoping 
 Phase III – Team Building 
 Phase IV – Execution 
 Phase V  – Reporting 

 
These phases are briefly described in the following sections and are presented graphically in 
Figure 2. 
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Figure 2:  Vulnerability Assessment Roadmap 
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3.1 Phase I  - Concept 
 
All vulnerability assessments initiate with a single question: 
 

Is this infrastructure at risk because of changing-climate conditions? 
 
The question may come from a variety of sources.  These include, but are not limited to: 
 
 Infrastructure management; 
 Consultants approaching the infrastructure owner; 
 Concerned public; 
 Regulators; or 
 Key decision-makers, including politicians. 

 
Whatever the source, the fundamental objective of a changing-climate vulnerability assessment 
is to directly answer that question in a formal, substantiated manner.  The answer must be 
based on solid scientific analysis, engineering practice and informed professional judgment.  
The Protocol provides a roadmap for answering the question.  Other benefits accrue.  For 
example, executing the Protocol will often identify actions that can be implemented readily 
with minimal cost or business disruption.  In this way, the Protocol provides added value as a 
supplement to traditional criticality assessment efforts. 
 
At the concept stage, the question has been raised and, once raised, some form of action is 
deemed necessary.  The project proponent resolves three key questions at this point in the 
process: 
 

1. Which particular infrastructure are we concerned about? 
 

 Where is it? 
 Who makes decisions about it? 
 What does it do? 
 How critical is the infrastructure to its user base? 

 
2. What time horizon are we concerned about? 

 
 Only until the next refurbishment?  
 Over the design lifetime of the infrastructure system? 
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3. Does senior management buy in? 
 

 Assessments typically identify areas where action is necessary.  It is particularly 
important that managers are fully informed of the implications of agreeing to this 
process.  There are resource and budgetary implications associated with executing 
the assessment.  As well, there will likely be additional work arising from the findings 
of the assessment and it may be necessary to secure new funding to support the 
actions identified by an assessment. 

 
With clear answers to these questions, the project proponent will be positioned to effectively 
plan for and establish the overall scope of the assessment.  These answers not only define the 
project at its highest level, but also provide a preliminary indication of the project boundary 
conditions.  For example, managers may give notional approval only if the project remains 
within specified budgetary limits.  This would dictate the types of climate information and other 
analysis available to the project team and establish guidelines for addressing the questions 
raised during the Scoping phase of the assessment. 
 

3.2 Phase II  - Scoping 

3.2.1 Signed License Agreement 

 
During the initial stages of project scoping, the project proponent will sign a license agreement 
with Engineers Canada.  This will provide access to the Protocol and the intellectual resources 
of the Engineers Canada network of infrastructure and vulnerability experts.   
 
The Protocol is the intellectual property of Engineers Canada, and owners/operators of 
infrastructure, as well as third-party users, (e.g. consultants) may not use it without the 
permission of Engineers Canada.  Permission is normally granted through a license agreement.   
Part of this agreement would normally include the obligation to share the results of the 
assessment with Engineers Canada. 
 
Ensuring that there is a signed license agreement allows Engineers Canada to maintain 
consistency between case studies, acquire additional information to inform national-level 
infrastructure vulnerability assessments, and obtain feedback to improve successive versions of 
the Protocol. 
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3.2.2 Decision Regarding Project Methodology 

At this stage of the project, the proponent will assess the project delivery methodologies that 
are available to execute the vulnerability assessment.  These decisions are dictated by 
availability of internal resources and overall budget limitations.  Notionally, there are two 
fundamental approaches to executing the Protocol. 
 

1. Consultant: 
 

The infrastructure owner retains an external expert in vulnerability assessment to 
execute the project.  This approach uses a minimum of internal resources, requiring 
staff involvement only in project management, data acquisition, workshops and review.  
The consultant team conducts the bulk of the work off-site. Although this approach uses 
a minimum of internal resources, it is more expensive, requiring more consultant 
professional hours. 

 
2. Facilitator: 

 
The infrastructure owner executes the Protocol using internal resources.  The services of 
a facilitator, conversant with the Protocol, are used to guide internal staff through the 
process.  Internal staff conducts all key activities associated with the assessment.  This 
approach is the least expensive in terms of overall project budget.  However, it places a 
significant demand on internal resources throughout the project.  Project timelines may 
extend somewhat as staff engagement is often secondary to their day-to-day activities. 

 
PIEVC Protocol vulnerability assessments have been executed successfully using both 
approaches.  The key factors in making a decision regarding project methodology are budget, 
availability of internal resources that can be assigned to this task and project scheduling.   
 
It is important to be clear about the methodology as consultant/facilitator proposal scope and 
cost will be driven by this decision. 
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3.2.3 Identify Project Manager 

Based on the chosen Protocol execution strategy, the infrastructure owner will select an 
internal project manager.  This decision would normally fall out of the deliberations regarding 
methodology, as the skill sets necessary to manage the process are slightly different depending 
upon the decision.   
 
Using a consultant to execute the process relieves the project manager of some of the technical 
demands of the project.  The consultant should provide, or have access to, expertise on the 
infrastructure system.   However, if the facilitated approach is chosen, the project manager will 
have a greater responsibility to manage the internal team, direct and maintain data and 
information flow between the internal team and external consultants, and assess the technical 
arguments raised by staff during the process.  The facilitator may not have the expertise to 
draw conclusions about specific engineering issues. 
 

3.2.4 Project Work Statement 

Based on the Protocol execution strategy, the project manager will now have sufficient 
information to complete the initial stages of project definition in sufficient detail to prepare a 
project work statement suitable for procurement purposes.  This would include a better 
understanding of the internal resource needs, overall project budget requirements and 
schedule. 
 
Obviously, at the project scoping stage, proponents will not have access to all of the data 
necessary to execute the Protocol.  However, the methodology and underlying thought process 
will significantly help the proponent identify the key components that must be included in the 
Project Work Statement to provide sufficient information to potential consultants to scope and 
cost the assessment. 
 
Engineers Canada has developed generic work statements and has assisted a number of 
infrastructure owners establish work statements for PIEVC assessments.  Engineers Canada will 
share the most recent incarnations of these documents with serious case study proponents, 
upon request. 
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3.2.5 Engaging a Consultant  

Armed with the work statement, and a thorough understanding of the project execution 
strategy, the project manager can now engage a consultant or project facilitator.  The owner 
may prepare and issue a request for proposal (RFP), as appropriate.  The form of the RFP is 
dictated by the internal policies and procedures of the infrastructure owner. The owner may 
also choose to negotiate and directly assign the work.  
 

3.2.6 Management Approval 

Based on a more thorough understanding of the project execution strategy, internal resource 
demands, scheduling and budget the senior manager can now make an informed preliminary 
approval decision regarding the vulnerability assessment.   
 
Throughout the scoping of the project, the proponent will uncover potential project 
sensitivities.  These may simply be project-management concerns regarding budgeting and 
scheduling or they may have broader implications.  As the infrastructure owner becomes more 
fully conversant with the level of assessment being contemplated, the owner, based on criteria, 
such as available resources and budget, overlap with the scope of other projects, etc., may wish 
to impose further constraints on the overall range and scope of the work.  This is a dialogue 
that should occur with the senior manager before the project gets under way, as it is often 
difficult to pull the assessment team back from sensitive issues after the fact.   
 
The scope should not only clearly define what IS to be considered by the assessment it should 
also clearly define what IS NOT to be considered.  In this sense, the scope represents the 
boundary limits of the assessment.  These matters should be fully discussed with the senior 
manager and guidelines established as part of the decision process.  Good, clear, definition of 
boundary conditions is necessary for a successful project. 
 

3.3 Phase III  - Team Building 
 
Retaining the consultant/facilitator is a key step in building the project team.  Based on the skill 
sets presented by the consultant/facilitator, the project manager will need to secure other 
resources.  This may be from within the organization, or may include retired staff and/or 
outside experts working on a volunteer basis, or other consultants.  The skill sets necessary for 
successful execution of the Protocol are outlined in Section 5. 
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Once the consultant and internal team have been assigned, the project manager can establish 
firm project schedules and budgets.   
 
Project timelines depend upon the scheduling constraints of both the consultant and other 
resources.  Successful execution of the Protocol depends upon availability and commitment of 
each member of the team and the project manager will need to be flexible to ensure maximum 
participation.   
 
Each member of the team should be actively engaged in the assessment to obtain the best 
overall assessment.  Simply attending the meetings is not sufficient.  Success depends upon all 
members of the team providing their unique perspective on the questions raised by the 
assessment and a willingness to respectfully challenge the inherent assumptions and 
perspectives of other member of the team.  Team members must feel that they are being heard 
and that they are receiving a material benefit from their participation.   
 
Budgeting should include not only consultant/facilitator fees but also allocations for data 
acquisition, data analysis/processing efforts, other retained services, workshop costs, etc.  Once 
the project manager has a clear definition of where and when the workshop will occur and of 
the allocation of additional resources, the project budget can be finalized. 
 
It is also important at this stage of the project to clearly identify and secure internal data 
resources.  Uncoordinated chasing of data can jeopardize budgetary control.  Abundant and 
complete data is often difficult to secure for a vulnerability assessment, and where it cannot be 
provided, the consultant or team, may find it necessary to make assumptions or develop the 
data using additional resources.   It is important that the project manager have a clear 
understanding of what can be provided from within the organization to inform these 
considerations.  
 
It is very important at this stage of the project to identify the individuals or organizations that 
will be providing climate analysis support to the team.  As a minimum, this individual or 
organization should possess the following key attributes: 
 

 Thorough knowledge of meteorology and/or climatology and related sciences. 
Knowledge of Earth's climate system and its interaction with the natural and built 
environment. Knowledge of climate-change science and models, potential impacts 
of changing climate and possible measures to adapt to changing climate. 
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o This may be less critical as newer data sets are made available for regions.   
 

 Experience in working with large sets of meteorological and climatological data. 
Thorough knowledge of the characteristics and applications of data-collection 
methodology for a variety of data streams – including station data, and remote 
sensing imagery and data.   Knowledge of computer input and data manipulation 
and analysis techniques and software. 

 
 Experience with writing technical or policy documents, such as standards of 

operation manuals or technical reports. 
 
PIEVC assessments are inherently multi-disciplinary efforts with differences in approach, 
terminology and perceived sensitivities when each discipline reviews similar information.  Each 
brings a necessary perspective.  It is important that parties work together to understand the 
different perspectives each discipline brings to the project.  Because of these differences in 
approaches used by engineers and climate specialists, it is crucial that the two parties learn to 
work together and understand the constraints and limits of each expert’s respective field.  The 
climate specialist should: 
 

 Be involved early in the process to begin discussing climate data needs and clearly 
explain what is possible to provide in terms of information; 

 Consider ensemble results generated from multiple climate models (and model 
runs); 

 Consider results generated using different methods to capture the whole range of 
plausible scenarios of change (not just preferred methods); and 

 Validate, when possible, the information with other climate specialists. 
 
Equipped with all of this information, the project manager can now establish a project 
execution plan.  This plan will not only outline the consultant/facilitator schedule and budget 
but should also consider the availability and scheduling constraints of internal resources and 
external advisors, as appropriate.  This plan should then be shared with the team, as 
appropriate, to ensure commitment to the project. 
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Often, during the RFP stage of a project, the climate specialist is not defined or selected.  This 
can lead to the practitioner being asked to develop an execution plan prior to completing the 
team-building activities outlined above.  This can lead to budgetary and scope- management 
issues later in the project.  Project proponents are strongly urged to require definition of the 
climate data as one element of the RFP process. 

3.4 Phase IV  - Execution 
 
The Protocol will guide the vulnerability assessment.   
  

3.4.1 Consultant/Facilitator Responsibilities 

During execution, the consultant/facilitator should provide ongoing project status reports at 
regularly scheduled intervals.  This may entail periodic meetings or tele- or online conferences 
with the project manager.  The consultant/facilitator should clearly identify issues that may 
have budgetary or scheduling implications as early as possible to allow the project manager the 
opportunity to address matters before they grow into significant problems. 
 
At project completion the consultant/facilitator should provide a project report.  The scope of 
the report will depend upon the requirements of the infrastructure owner.  It may be an 
overview of findings or a very detailed engineering report.   At the end of the project, the 
consultant/facilitator would normally report: 
 

 Conclusions regarding the nature and severity of infrastructure component 
vulnerability; 

 Conclusions regarding the overall resiliency of the infrastructure; 
 Recommendations for action, including areas of concern where further study is 

necessary; and 
 A Statement of Vulnerability/Resiliency. 
 

3.4.2 Owner Responsibilities 

During execution, the infrastructure owner will provide input into the development of an 
infrastructure inventory.  The consultant/facilitator may not have a complete understanding of 
how the infrastructure is managed or constructed.  It is particularly important that the owner 
identify where the in-field infrastructure may differ from design drawings, specifications and 
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standards. 
 
The owner will also provide a clear statement of the Owner’s Risk Tolerances, in terms of both 
safeguarding the condition of the infrastructure asset or a minimum tolerable level of service.  
The Protocol will guide this discussion.  The consultant/facilitator should not dictate risk 
thresholds to the owner.  The owner should establish tolerances based on budget, resources, 
the needs of their stakeholders, and other considerations.  This understanding should be clearly 
defined to the consultants/facilitators to guide their work in determining the overall climate 
risk profile. 
 

3.4.3 Joint Responsibilities 

Either the consultant team or the owner may secure climate information.  This will depend 
upon the availability of the data.  Some owners have weather-data and climate projections that 
are of interest.  Others do not.  It is important to clearly define who is responsible for this task.  
Overall project-cost management will be significantly more difficult if coordination of climate 
data is not well executed.  Acquiring climate information can often be the critical path activity 
for the entire project. 
 
Upon completion of the project, the project team and consultant/facilitator should clearly 
state: 
 
 The overall changing-climate risk profile of the infrastructure; and 
 Information gaps that affect the risk profile.   

 
Information gaps that affect the risk profile often lead to recommendations for additional work, 
data gathering and studies following completion of the assessment.  Consideration should be 
given to revisiting the recommendations in future when needed data may be secured. 

3.5 Phase V  - Reporting 

3.5.1 Recommendations and Conclusions 

At the completion of the vulnerability assessment the consultant and/or project team will 
provide a set of conclusions and recommendations relating to the climate impact and 
adaptation of the infrastructure.  These conclusions and recommendations will fall into several 
categories, as outlined in Section 4.6: 
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1. A report of infrastructure components assessed as being vulnerable. 

 
2. Initial recommendations regarding possible; 

 
i. Remedial engineering actions,  

ii. Monitoring activities, 
iii. Management actions, 
iv. Additional data collection, or  
v. Additional analysis of particular infrastructure-climate interactions that 

may be necessary to determine extent and nature of vulnerabilities.     
 

3. A summary of the infrastructure components assessed to have sufficient adaptive 
capacity to withstand projected changing-climate impacts; thus requiring no further 
action at this time. 

 
4. A report on data gaps and availability requiring additional work or studies. 

 
5. Identification of infrastructure components that may be evaluated in the future. 

 
6. A report on other conclusions, trends, insights and limitations.  

3.5.2 Statement of Vulnerability/Resiliency 

The vulnerability assessment initiated with the question: 
 

Is this infrastructure at risk because of changing-climate conditions? 
 
It is very important that the consultant and/or team provide a clear, concise answer to the 
question.  This would normally be articulated as a summary statement outlining context and 
limitations.  For example, the statement may say: 
 

This infrastructure is generally resilient to changing-climate impacts 
anticipated over the next twenty years with the exception of xxx that is 
vulnerable to projected changes in xxx over that time horizon.  This opinion is 
based on information available to us at the time of our assessment.  

 



PIEVC Engineering Protocol  
For  

Infrastructure Vulnerability Assessment and Adaptation to a Changing Climate 
 

PRINCIPLES and GUIDELINES 
 

Version PG-10.1           June 2016 
 

 

  Page 26 of 54 
 

©Engineers Canada 
2015 

The above statement is provided as an example only.  The statement will depend on the actual 
findings and limitations of the assessment.  Also, if the assessment identifies that the 
infrastructure is generally vulnerable, it should state that opinion and identify the most 
significant vulnerabilities.  
 

4 Protocol Overview  
 
Traditionally, engineers have relied on historic climate data records to design infrastructure.  
Under climate change, this historic data may no longer be appropriate, as it does not capture 
trends that climate change can pose.  This can translate to a more challenging operating 
environment for which the infrastructure was never designed.  As a result, infrastructure may 
be vulnerable.  Existing infrastructure may not have sufficient resiliency.  New infrastructure 
may not be designed with sufficient load and adaptive capacity.  The process set forth by the 
Protocol is designed to aid practitioners in characterizing any gaps between additional duty 
loads and its capacity to adapt to that challenge outside its original design.       
 
To assess changing-climate infrastructure vulnerability, the practitioner must evaluate: 
 

1. The infrastructure; 
2. The climate (historic, recent and projected); and 
3. Historic and projected responses of the infrastructure to the climate. 
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This interaction is depicted in Figure 3. 
 

Figure 3: Relevant Interactions Between Climate and Infrastructure 
 

 
A great deal of information may be available to describe the infrastructure and the climate in 
the region.  The Protocol sets out a procedure to sift the data to develop an understanding of 
how climate and infrastructure interact to create vulnerability.  Not all climate and 
infrastructure data is necessary to complete the Protocol, nor may it be relevant to the 
infrastructure.  Practitioners must always be asking if the infrastructure will “notice” the change 
in a given climate parameter.  The initial stages of the Protocol help the practitioner identify the 
key data necessary to complete the assessment.  Throughout the Protocol, the practitioner is 
directed to continuously evaluate the availability and quality of data sufficient to support 
conclusions and recommendations. 

4.1 Project Paths 
 
The practitioner may choose to execute the vulnerability assessment following several different 
paths through the Protocol procedures.  These options are outlined in the following sections. 
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4.1.1 Vulnerability Diagnostic Analysis 

 
The practitioner may choose to conduct a diagnostic assessment prior to, or instead of, 
executing a detailed vulnerability assessment.  The diagnostic assessment would encompass 
the basic elements of Steps 1, 2 and 3 of the detailed Protocol.  However, in diagnostic analysis, 
the practitioner would require only high-level data in support of the assessment.  The 
infrastructure would not be broken out into an extensive listing of components.  Rather, the 
infrastructure would be divided into groups of sub-systems.  For example, for a roadway, the 
breakout may only include surface and sub-surface structures.   
 
Similarly, the practitioner may apply less detailed or precise climate information.  The 
practitioner may use information from similar studies conducted in the region, or may apply 
regional climate projection information or surrogate data.   
 
The diagnostic analysis can be used in cases where the infrastructure owner does not have the 
resources to conduct a detailed vulnerability assessment and can be used to identify priority 
areas of concern.  Once this is done, the infrastructure owner and practitioner can determine if 
there is a need for a detailed vulnerability assessment and where to focus that work.  Detailed 
climatic information can be sourced for only those situations specific to the identified priorities.  
In this way, the project can focus on areas of specific interest and ensure a cost-effective 
allocation of the owner’s resources. 
 
The practitioner must take care to not draw specific conclusions regarding the overall 
vulnerability of the infrastructure system based on the analysis of high-level data.  The 
diagnostic analysis is intended to focus attention on priority areas where high risk may exist.  
Once this is completed, the practitioner can conduct appropriate, more detailed, analysis to 
more clearly define the infrastructure’s risk profile. 
 
A flowchart for a Vulnerability Diagnostic Analysis is presented in Figure 4. 
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Figure 4:  Diagnostic Assessment 

 

4.1.2 Detailed Vulnerability Assessments 

The Vulnerability Assessment Module comprises five steps while the Triple Bottom Line (TBL) 
Module comprises six steps, as illustrated in Figure 5.  Each step of the Protocol is described in 
greater detail in Sections 4.2 through 4.6.   
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Figure 5:  Overview of the Protocol 
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4.2 Step 1 - Project Definition 
 
In Step 1, the practitioner will be asked to: 
 

• Develop a general description of the infrastructure; 
o The location; 
o Historic climate; 
o Load; 
o Age;  
o Life cycle; 
o Other relevant factors; and 

 Identify major documents and information sources. 
 
In this step the practitioner defines the boundary conditions for the vulnerability assessment. 

4.3 Step 2 - Data Gathering and Sufficiency 
 
In Step 2, the practitioner will be asked to provide more definition about: 
 

1. Which parts of the infrastructure will be assessed; and 
2. The particular climate factors that will be considered. 

 
Step 2 is comprised of two key activities: 
 

1. Identification of the features of the infrastructure that will be considered in the 
assessment: 

 
 Detailing physical components of the infrastructure; 

o Number of physical components; 
o Location(s); 

 Other relevant engineering/technical considerations: 
o Material of construction; 
o Age; 
o Importance within the region; 
o Physical condition; 

 Existing and archival operations and maintenance practices; 
o Maintenance and operations logs and reports; 
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 Operation and management of the infrastructure; 
o Insurance considerations; 
o Policies; 
o Guidelines;  
o Regulatory setting; and 
o Legal considerations. 

 
2. Identification of applicable climate information.  Sources of climate information include, 

but are not limited to:  
 
 The National Building Code of Canada, Appendix C, Climate Information; 
 Intensity - Duration - Frequency (IDF) curves; 
 Flood-plain mapping; 
 Regionally specific climatic modelling and scenario development (IPCC, CCCSN.ca);  
 Heat units (i.e. degree-days) (i.e. for agriculture, HVAC, energy use, etc.); and 

 Institute for Catastrophic Loss Reduction 
 
The practitioner will be required to exercise professional judgment based on experience and 
training.  Step 2 is an interdisciplinary process requiring engineering, climatological, operations, 
maintenance, and management expertise.  The practitioner must ensure that the right 
combination of expertise is represented either on the assessment team or through 
consultations with other professionals during the execution of the assessment. 

4.4 Step 3 - Risk Assessment 

4.4.1 Core Activities 

In Step 3, the practitioner will identify the interactions between the infrastructure, the climate 
and other factors that could lead to vulnerability.  These include: 
 

 Specific infrastructure components; 
 Specific climate parameter values; and 
 Specific minimum performance goals.  

 
The Protocol requires the practitioner to identify which components of the infrastructure are 
likely to be sensitive to changes in particular climate parameters.  They will be required to 
evaluate this sensitivity in the context of the performance expectations and other demands 
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that are placed on the infrastructure.  Infrastructure performance may be influenced by a 
variety of factors and the Protocol directs the practitioner to consider the overall environment 
that encompasses the infrastructure.   
 
At this point in the Protocol, the practitioner will perform a risk assessment of the 
infrastructure’s vulnerability to changing climate.  The interactions identified will be evaluated 
based on the professional judgment of the assessment team.  The risk assessment will identify 
areas of key concern.   
 
The practitioner will identify those interactions that need further evaluation.  The assessment 
process does not require that all interactions be subjected to further assessment.  In fact, in 
many assessments most of the interactions considered will ultimately be eliminated from 
further consideration.  Some interactions may clearly present no, or negligible, risk.  Some 
interactions may clearly indicate a high risk and a need for immediate action.  Those 
interactions that do not yield a clear answer regarding vulnerability may be subjected to the 
further Engineering Analysis or recommended for additional study subsequent to the 
assessment. 
 
At this stage, the practitioner must also assess data availability and quality.  If professional 
judgment identifies a potential vulnerability that requires data that is not available to the 
assessment team, the Protocol requires that the practitioner revisit Step 1 and/or Step 2 to 
acquire and refine the data to a level sufficient for risk assessment.  The practitioner may 
determine that this process requires additional work outside of the scope of the assessment.  
Such a finding must be identified in the recommendations outlined in Step 5.  
 
This is a key decision point in the Protocol.  The practitioner is required to determine: 
 
 Which interactions require additional assessment; 
 Where data refinement is required; and 
 Initial recommendations about: 

o New research; 
o Immediate remedial action; or 
o Non-vulnerable infrastructure.  
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4.4.2 Data Gathering to Support the Triple Bottom Line (TBL) Module 

Often, during meetings and workshops, participants will identify potential solutions to the 
vulnerabilities as they are identified for specific infrastructure components or systems.  
Generally, these comments will be raised in the context of severity scoring, as participants may 
tend to understate the severity of an interaction provided that particular operations, 
maintenance or retrofit activities are undertaken.  If the owner is considering executing the 
Triple Bottom Line (TBL) Module, the practitioner should pay specific attention to these 
observations and, wherever possible, document them.  The Step 3 Worksheets provide 
locations to note comments and observations and the practitioner is encouraged to use these 
fields to capture this information.  In Step 6, the practitioner will establish adaptation scenarios 
that address identified vulnerabilities.  The comments and observations of workshop 
participants will be an important source of information to inform this exercise.   

4.5 Step 4 - Engineering Analysis 
 
In Step 4, the practitioner will conduct focused engineering analysis on climate/infrastructure 
interactions requiring further assessment, identified in Step 3.   
 
This step is optional.  Not every interaction requires Engineering Analysis.  Normally, the 
practitioners would designate items for Step 4 analysis when it is  deemed that additional, more 
focused analysis will further resolve the risk profile.  This may include, but is not limited to: 
 
 Interactions found to be medium risk during Step 3 that generated significant debate 

amongst team members; 
 Interactions that were found to be part of a pattern of vulnerability, regardless of the 

risk assessment score; 
 Areas where information gaps made Step 3 risk assessment problematic; or 
 Areas where additional work would help identify mitigation responses that can be 

immediately implemented. 
 
The decision to conduct Step 4 analysis is fundamentally driven by available budget, depth of 
study required and project scheduling constraints.  It is reasonable for the practitioner to 
identify additional work that cannot be concluded within the project schedule and cite that 
work as part of the recommendations arising from the study, 
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The Protocol sets out equations that direct the practitioner to numerically assess: 
 
 The total load on the infrastructure, comprising: 

o The current load on the infrastructure; 
o Projected change in load arising from changing-climate effects on the 

infrastructure; 
o Projected change in load arising from other change effects on the infrastructure; 

 
 The total capacity of the infrastructure, comprising: 

o The existing capacity; 
o Projected change in capacity arising from aging and normal wear and tear of the 

infrastructure; and 
o Other factors that may affect the capacity of the infrastructure. 

 
Based on the numerical analysis: 
 
 A vulnerability exists when Total Projected Load exceeds Total Projected Capacity; and   
 Adaptive capacity exists when Total Projected Load is less than Total Projected 

Capacity. 
 
At this stage, the practitioner must make one final assessment about data availability and 
quality.  If, in the professional judgment of the practitioner, the data quality or uncertainty does 
not support clear conclusions from the Engineering Analysis, the Protocol directs the 
practitioner to revisit Step 2 to acquire and refine the data to a level sufficient for robust 
engineering analysis.  The practitioner may determine that this process requires additional 
work outside of the scope of the assessment.  Such a finding must be identified in the 
recommendations outlined in Step 5.  
 
Once the practitioner has established sufficient confidence in the results of the Engineering 
Analysis, the Protocol directs making recommendations based on the practitioner’s analysis 
(Step 5). 

4.6 Step 5 - Recommendations and Conclusions 

4.6.1 A Key Decision Point 

At this stage of the project, the infrastructure owner must decide whether to conduct a triple 
bottom line (TBL) analysis.   The TBL analysis will allow the infrastructure owner to establish risk 
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mitigation alternatives and recommendations that balance a range of technical, social, 
environmental and economic factors established by the owner.   
 
If the owner decides to carry on to a TBL analysis, the level of reporting associated with Step 5 
may be significantly reduced as the practitioner may defer reporting on detailed conclusions 
and recommendations pending outcome of the TBL analysis.  In fact, in some circumstances the 
owner and practitioner may agree to skip Step 5 and move directly into Step 6.  These decisions 
require information and background gleaned from executing the Vulnerability Assessment 
Module, in particular comments and observations offered by workshop participants when they 
are discussing the vulnerabilities of specific infrastructure components.   
 
Detailed principles and guidelines regarding execution of the TBL Module are presented in 
Section 11. 

4.6.2 Step 5 Reporting Guidelines 

In Step 5, the practitioner is directed to provide recommendations based on the work 
completed in Steps 1 through 4.  Generally, the recommendations will fall into five major 
categories: 
 
 Remedial action is required to upgrade the infrastructure; 
 Management action is required to account for changes in the infrastructure capacity; 
 Continue to monitor performance of infrastructure and re-evaluate at a later time; 
 No further action is required; and/or 
 There are gaps in data availability or data quality that require further work. 

 
The practitioner may identify additional conclusions or recommendations regarding the 
robustness of the assessment, the need for further work or areas that were excluded from the 
current assessment.   
 
In Step 5, the practitioner is also required to formulate a statement of overall infrastructure 
resiliency or vulnerability. 
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5 The Team 

5.1 Practitioner 
 
Throughout the Protocol we use the term practitioner.  The reader should interpret this to 
mean the entire assessment team.  It is highly unlikely that a project proponent will identify a 
practitioner with all of the necessary attributes, skills, knowledge and experience in a single 
person. 
 

5.2 Professional Judgment 
 
The execution of this Protocol relies on Professional Judgment.  It is important to make a clear 
distinction between professional judgment and expert opinion. 
 
Expert opinion is a statement of belief, which is based on the unique expertise of the 
practitioner.  Expert opinion is a legal term that defines a set of circumstances where a court or 
other judicial body may officially and legally rely upon the expert’s unique and specialized 
conclusions within a limited and focused area of expertise.  Experts are generally challenged to 
establish their expertise through a detailed analysis of their credentials.  More often than not, 
other experts, representing competing interests, will challenge their opinion.  Professional 
Judgment is a different thing, although common English language usage may often blur the 
boundaries between the two.   
 
Within this Protocol, when we refer to Professional Judgment we are referring to arriving at 
conclusions that are limited by the scope of experience and skills of the practitioner.  This is 
defined by a Professional Engineer’s scope of practice.  To practice within a specific discipline, 
the engineer must demonstrate a minimum acceptable, not expert, level of training and 
experience.  Individual engineers must only work in areas where they have the skills and 
training to provide service and are guided in this matter by their code of ethics.   
 
In executing the Protocol, Professional Judgment refers to the combined skills, training, 
expertise and experience of the entire team.  Professional Judgment is the interpretation and 
synthesis of data, facts and observations collected by the team and the extrapolation of that 
analysis to provide a judgment of how the infrastructure may respond to a specific set of 
conditions.  The strength of the process is derived from the combined expertise of the entire 
team, members being limited by their own specific scope of practice.   
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Given the multi-disciplinary nature of changing-climate infrastructure vulnerability assessment, 
it would be exceptional to find the entire scope of skills necessary to establish Professional 
Judgment in any one individual.  For example, engineers may find themselves limited in their 
ability to assess climate information while climate specialists may not be able to comment on 
the way infrastructure systems respond to specific weather events.  However, together they 
can identify reasonable changing-climate scenarios, relevant to a specific infrastructure 
component and pass judgment on how that infrastructure would likely respond to that 
particular stimulus.  This is a very different situation than one expert expressing an opinion 
based on unique expertise.   

5.3 A Multi-Disciplinary Team 
 
When guided by a well-balanced team of qualified professionals, the Protocol is a very powerful 
tool, derived from standard risk management methodologies, tailored to assessing the impact 
of changing climate on infrastructure.  It is quite common for practitioners to identify data gaps, 
poor data quality, or lack of relevant tools such as local results from regional climatic models.  
Often, lack of financial resources or project schedule commitments can affect the ability of the 
practitioner to completely address these concerns.  The Protocol allows a number of avenues to 
proceed when these issues arise.  For example, 
 
 The practitioner may identify the data gap and make a recommendation for further 

work outside of the context of the vulnerability assessment. 
 The practitioner may identify the data gap and table any further analysis on the affected 

parameters. 
 The practitioner may infill the missing data based on reasonable professional 

assumptions and/or applicable data from other sources, and precede with the analysis. 
 
Lack of input data need not deter practitioners from making professionally based judgments 
and expressing opinions leading to recommendations. 
 
Of paramount importance in addressing the types of questions raised by the Protocol is a well-
balanced team of professionals dedicated to the execution of the vulnerability assessment.  The 
correct blend of professional and local expertise can support and validate assumptions that 
allow the practitioner to compensate for missing or poor quality data and account for the lack 
of other technical resources.  Team composition and depth of experience has a very significant 
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bearing on the veracity of the final assessment report.  The following expertise is absolutely 
necessary on the assessment team: 
 
 Fundamental understanding of risk and risk-assessment processes; 
 Directly relevant engineering knowledge of the infrastructure type; 
 Climatic and meteorological expertise/knowledge relevant to the region, including as a 

minimum: 
o Thorough knowledge of meteorology and/or climatology and related sciences. 

Knowledge of Earth's climate system and its interaction with the natural and built 
environment. Knowledge of climate-change science and models, potential impacts 
of climate change and possible measures to adapt to changing climate. 

o Experience in working with large sets of meteorological and climatological data. 
Thorough knowledge of the characteristics and applications of data collection 
methodology for a variety of data streams including station data, remote sensing 
imagery and data.   Knowledge of computer input and data manipulation techniques 
and software. 

 Hands-on operation experience with the specific infrastructure under assessment; 
 Hands-on management knowledge with the specific infrastructure under assessment; 

and 
 Local knowledge and history, especially regarding the nature of previous climatic events, 

their overall impact in the region and approaches used to address concerns that arise.      
 
We cannot overstate the importance of local knowledge in conducting a vulnerability 
assessment.  Local knowledge, filtered through the overall expertise of the assessment team, 
more often than not, will compensate for data gaps and provide a solid basis for professional 
judgment of the vulnerability of the infrastructure. 
 
Figure 6 outlines how the skill sets presented by the team membership interact to create a valid 
basis for professional judgment. 
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Figure 6:  Team Member Skills and Interactions 
 

 

5.4 The Team Leader 
 
The team leader should be an experienced professional with demonstrated experience in 
management of multi-disciplinary projects.  In some cases, the team leader may also contribute 
some of the other technical and professional skills outlined above.  However, in all cases, the 
leader must be able to coordinate and prioritize the work of the rest of the team and have 
sufficient background and experience to consolidate findings from different disciplines and 
areas of expertise.  These attributes are normally developed over years of professional practice.  
It is generally inadvisable to assign team leadership to a junior professional. 
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6 Fundamentals of Risk and Risk Assessment 
 
The Protocol is derived from standard risk assessment processes.  As such, it is advantageous to 
review these concepts prior to initiating a vulnerability assessment.  This will ensure that the 
entire team and workshop participants have a common understanding of the expectations 
established by the Protocol and of acceptable approaches for addressing questions that the 
practitioner may identify throughout the exercise.  
 
Risk is defined as the possibility of injury, loss or negative environmental impact created by a 
hazard. The significance of risk is a function of the probability of an unwanted incident and the 
severity of its consequence1.  In mathematical terms: 
 

 R = P × S  
 

Where: 
 
R = Risk 
P = Probability of a negative event 
S = Severity of the event, given that it has happened 

 
In risk assessment, practitioners answer three questions2: 
 

1. What can happen? 
2. How likely is it to happen? 
3. Given that it has happened, what are the consequences? 

 
The Protocol guides the practitioner through a process designed to answer these questions. 
 

                                                 
 
1 Paul R. Amyotte, P.Eng.

 
& Douglas J. McCutcheon, P.Eng.;  Risk Management – An Area Of Knowledge For All 

Engineers;  Engineers Canada, 2006 
 
 

2 Tim Bedford and Roger Cooke; Probabilistic Risk analysis:  Foundations and Methods; Cambridge University 
Press; Fourth Printing 2006 
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In risk analysis, practitioners are cautioned to ensure that their assessment of probability does 
not affect their assessment of severity, and vice versa.  The consequence of an event is 
independent from the likelihood that the event will occur.  By separating probability and 
severity in this way, the practitioner is able to dissect the factors that contribute to risk.  
Ultimately, this can yield very useful information to guide recommendations regarding 
approaches to risk mitigation.  Practitioners can identify steps that reduce: 
 

• The probability of an event; 
• The severity of an event; or  
• Both. 

6.1 Hazard Identification – What can happen? 
 
In the Protocol, hazards are identified as interactions between identified climatic events and 
components of the infrastructure.  The practitioner identifies conceivable climatic events that 
could occur in the region within the time horizon of the vulnerability assessment.   
 

For example, the practitioner could identify that an event of 50 mm of rain in one hour is 
conceivable during the remaining service life of the infrastructure.   

 
The practitioner will then review the infrastructure and determine the components and sub-
components that comprise the infrastructure.  This requires professional judgment.  If the 
component analysis is not sufficiently detailed, the assessment may miss potential 
vulnerabilities.  However, if the component analysis is overly detailed, the scope of the 
assessment can mushroom and become unmanageable or very expensive.   
 
Once the component analysis and climate analysis are completed, the practitioner consolidates 
the lists.  The consolidated list yields a set of interactions between climatic events and 
infrastructure components.   
 

For example, the list may suggest that, during the time horizon of the evaluation, it is 
conceivable that the 50 mm rain event could impact culverts within the infrastructure system.   
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As a final step of the hazard identification the practitioner will perform a pre-screening of the 
identified interactions.  They will judge if the identified interactions could conceivably occur.  It 
is imperative that at this stage of the assessment the practitioner does not establish a 
numerical value for the likelihood of the interaction.  They are assessing the reasonableness or 
conceivability of the interaction.  Based on professional judgment, this “sniff test” can 
significantly reduce the number of interactions considered in further evaluation. 
 
At the end of the hazard analysis, the Protocol will yield a set of interactions, or hazards, that 
will be assessed further for likelihood and severity, finally yielding a value for risk. 
 

Hazard analysis does not identify risks. 

 
Hazard analysis identifies a specific set of circumstances that could potentially result in a 
negative outcome.  In the following analysis, the practitioner will establish just how likely the 
interaction is and the consequences of the interaction, should it actually occur. 

6.2 Probability – How likely is it to happen? 
 
To determine risk, the practitioner must first assign a probability of the weather event or 
climate trend occurring.  In some circumstances, historical data or statistics are available to 
guide this assessment.  However, more often than not, this guidance is not available.  In such 
cases, the probability can be assigned based on professional judgment.  This is a normal 
procedure in risk assessment.  A lack of measured data should not impose an impediment to 
completing the vulnerability assessment.  Standard risk assessment textbooks state: 
 

… judgment techniques are useful for quantifying models in situations in 
which, because of either cost, technical difficulties or the uniqueness of the 
situation under study, it has been impossible to make enough observations 
to quantify the model with “real data”.2 

 
The Protocol provides guidance on assigning changing-climate probability scores based on the 
available information, confidence in the information sources, and uncertainty.  The Protocol 
uses a standardized probability score of 0 to 7, where 0 means that the event will never occur 
and 7 means that the event is certain.  Further, the Protocol provides two different approaches 
to assigning these factors.  Finally, the Protocol allows the practitioner to use other methods to 
assess probability, should these methodologies be justified given the circumstances of the 
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current assessment. 
 
It is important to ensure that sufficient expertise, experience and knowledge be accessed to 
ensure a balanced and reliable estimate of the probability.   
 
Often, a subcommittee that has specific skills and knowledge regarding local weather and 
climate projections may assign probability scores.  In any event, at the Vulnerability Assessment 
Workshop (described in Section 7) participants should systematically assess the reasonableness 
of the probability scores.  Sometimes, workshop participants will uncover inconsistencies in the 
probability scoring that can materially affect the overall risk profile.  The combined expertise 
and experience of the workshop participants is designed to yield a pragmatic and realistic 
estimate of the probability of occurrence of weather events and climate trends. 
 
No matter how the probability scores are assigned, it is critical that the practitioner ensures a 
correlation between the scores and other methods of projecting climate events and also real 
world observations.  For example, the team must be able to rationalize differences between 
their scores and IDF curves or the frequency of events as observed by other team members.  
This “ground truthing” is an important step that the practitioner can take to improve the overall 
credibility and acceptance of the assessment. 

6.3 Severity – Given that it has happened, what are the consequences? 
 
The second step in establishing a value for risk is to assess the consequences of an event, given 
that the event has happened.  In some circumstances, historical data or statistics are available 
to guide this assessment.  However, more often than not, this guidance is not available.  In such 
cases, the severity can be assigned based on professional judgment.   
 
It is important to ensure that sufficient expertise, experience and knowledge be accessed to 
ensure a balanced and reliable estimate of the severity.   
 
In the Vulnerability Assessment Workshop, participants systematically assess each of the 
interactions deemed to be conceivable and reasonable by the practitioner.  The combined 
expertise and experience of the workshop participants is designed to yield a pragmatic and 
realistic estimate of the severity of an infrastructure – climate interaction, given that event has 
occurred. 
 
The Protocol provides guidance regarding the selection of severity values.  The Protocol uses a 
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standardized severity score of 0 to 7, where 0 means no negative consequences, should the 
interaction occur and 7 means significant failure, should the interaction occur.  Further, the 
Protocol provides two different approaches to assigning these factors.  Finally, the Protocol 
allows the practitioner to use other methods to assess severity, should these methodologies be 
justified given the circumstances of the current assessment.  During execution of the Protocol, 
the practitioner may find that different individuals on the team or within the infrastructure 
owner’s organization may have decidedly different perspectives on the severity of events.  This 
is both normal and desirable.  It is important that the practitioner identifies and documents the 
rationale for these differences and considers these factors prior to assigning a final severity 
score.  

6.4 Risk – What is the significance of the event? 
 
Finally, the practitioner is directed to determine the risk for each interaction.  As previously 
stated, risk is a function of the probability of an unwanted incident and the severity of its 
consequence.  Logistically, the Protocol directs the practitioner to multiply the probability and 
severity values derived above to establish a value for risk.  If the practitioner uses the 
recommended probability and severity scores, the risk analysis will yield a set of risk values 
ranging between 0 and 49.  Since, the score factors are unitless, the resulting risk values are 
also unitless. 
 
The Protocol then goes on to help the practitioner define criteria for further screening the risks.  
Low-risk interactions are eliminated from further evaluation.  Medium-risk interactions may be 
subjected to further engineering analysis (Step 4 of the Protocol).  High-risk interactions are 
normally passed forward to conclusions and recommendations (Step 5 of the Protocol).  
 
In simple terms, low-risk interactions pose minimal threat.  Medium-risk interactions MAY be 
significant and MAY require further refinement and analysis before the practitioner passes final 
judgment.  High-risk interactions pose a material threat and require remedial action.  The 
Protocol identifies categories of recommendations for high-risk items including, but not limited 
to, management action, retirement, or re-engineering and retrofit. 
 
The concept of tolerance to risk is inherent in the predefined cut-offs suggested by the 
Protocol. The Protocol assumes that infrastructure owner accepts a level of risk simply by 
operating the infrastructure.  The owner accepts this level of risk as a normal consequence of 
the operation and may already have procedures in place to manage the risk.  No activity is risk 
free, but a minimal level of risk is acceptable.  The Protocol also assumes that as risk values 
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increase, the owner’s tolerance to the risk decreases and they are likely to undertake risk 
mitigation activities to address the concern and reduce the risk to a level within their risk 
tolerance.  At the highest level, the risk exceeds the boundaries of the owner’s risk tolerance 
and they will take urgent action.  The Protocol allows the practitioner to adjust the cut-off 
values, as appropriate, based on their professional judgment and consultation with the 
infrastructure owner.  The Protocol provides guidance to assist in “triaging” these risks. 
 

6.5 Common Myths and Misconceptions About Risk 
 
It is important for practitioners to understand the implications of common myths and 
misconceptions about risk. In the Protocol, there is a significant level of involvement of 
laypeople. Understandably, the average layperson does not have a technical understanding of 
risk. The practitioner has the responsibility to guide the layperson through the process in a 
technically rigorous manner. 
 
It is important to be able to identify and address the most common problems associated with 
risk analysis. Some of these common myths and misconceptions include: 
 

“Hazard is risk.”   It is very common for the average person to confuse the conceivability 
of an event with its risk. Simply because an event can be conceived does not mean that, 
in the real world, it will actually occur. Risk assessment considers the likelihood of an 
event in association with its consequence. Hazard assessment simply asks the question: 
“What events can I imagine that could result in a negative outcome.” 
 
“Probability is risk.”  Often the average person will confuse the likelihood of an event 
with risk. Likelihood, or probability, is only one factor that constitutes risk. The severity 
of the event must also be considered. When probability is confused with risk, the impact 
of the event is neglected.  It is possible to label high-probability – low-impact events as 
high risk. This can lead to unnecessary management action. Conversely, it is possible to 
label high-severity – low-probability events as low risk, resulting in little or no mitigative 
action when action is actually necessary.  For example, the probability of a flood-control 
dam experiencing a 1-in-200-year rainfall event may be small but the severity of the 
event could lead to catastrophic failure of the dam.  Based on probability alone, this 
event may be identified as a very low risk whereas a more thorough analysis would 
reveal a much more significant level of risk. 
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“Severity is risk.”    The average person may confuse the severity of an event with its 
risk. High-severity events are considered to be high risk regardless of their likelihood. 
Similarly, low-severity events are considered to be low risk even though they may occur 
quite frequently.  As above, by neglecting one key factor of risk the actual risk may not 
be properly assessed or managed. 
 
“Probability and severity are dependent (linked) variables.”   This misconception is 
often the most difficult to address with a layperson.   It is very challenging for the 
average person to separate the likelihood of an event from its consequences. For 
example, if they can conceive of the event, then it must be serious.  The problem with 
this view is that it does not allow the practitioner to assess probabilities and impacts in a 
clinical manner.  Properly executed, a risk assessment must treat severity and 
probability as independent variables.  Although, the average person may see 
probability and severity as causally linked, the probability of the event is in no way 
related to the severity of the consequence.  Severity does not cause probability, nor 
does probability cause severity.   Probability is a function of frequency.  Severity is a 
function of the physical nature and physics of the infrastructure and climatic event.  Risk 
assesses the combined implications of the two.  This perspective allows the practitioner 
to rank the likelihood of events and the severity of events separately in order to 
rigorously evaluate the implications.   
 

These concepts are technically complex and outside of the experience of the average person. It 
is the practitioner’s duty to be vigilant in the execution of the Protocol.  They must ensure that 
these myths and misconceptions do not creep into the mindset of the practitioner team or 
workshop participants and compromise the veracity of the assessment results. 

6.6 Special Cases 
 
Two situations arise in changing-climate risk assessments that require special attention.  These 
include cases where the assessment team identifies: 
  
 Very low probability and very high severity; or 
 Very high probability and very low severity. 

 
Although these cases will score as a low risk item, they warrant further attention.  These 
situations could compromise the integrity of the infrastructure if they are not properly 
addressed.  For this reason, the Protocol advises the practitioner to scrutinize these scenarios 
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carefully.  These events are very common in Protocol assessments and practitioners should not 
underestimate the potential implications of these situations on the overall resiliency of the 
infrastructure. 

6.6.1 Very Low Probability – Very High Severity 

These situations are characterized by probability scores of “1” and severity scores of “7”.  The 
risk score is “7”, which indicates low risk.  However, should these events actually occur they are 
potentially devastating, resulting loss of asset or even loss of life.  Given the severity and the 
fact that the team deems the event to be possible, even if unlikely, warrants special attention.  
The Protocol requires that these cases pass one additional level of scrutiny.  The practitioner is 
required to determine if the infrastructure owner has emergency response procedures that 
could accommodate these rare events and, if not, the practitioner is directed to comment on 
the possible need for such procedures.   Within the context of a changing-climate risk 
assessment, it is reasonable for the owner or team to determine that the event is so rare that it 
warrants no further action.  However, it is critical within the context of the risk assessment 
process that the question is asked and the rationale, one way or the other, clearly documented.  
Further, if the practitioner deems that further action is required, the Protocol requires that a 
recommendation regarding this matter be included within the final report. 

6.6.2 Very High Probability – Very Low Severity 

These situations are characterized by probability scores of “7” and severity scores of “1”.  The 
risk score is “7”, which indicates low risk.   Although these interactions are not characterized by 
severe weather, they nonetheless warrant close scrutiny.  These interactions may indicate a 
situation where the infrastructure could experience increased weathering resulting in high 
maintenance demands, increased costs or reduced overall capacity.  Although they score low 
risk, the Protocol requires that the practitioner assess the infrastructure owner’s response to 
these possible outcomes.  Within the context of a changing climate risk assessment, it is 
reasonable for the owner or team to determine that the interaction is so minor that it warrants 
no further action.  However, it is critical within the context of the risk assessment process that 
the question is asked and the rationale, one way or the other, clearly documented.  Further, if 
the practitioner deems that further action is required, the Protocol requires that a 
recommendation regarding this matter be included within the final report. 
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6.7 The Risk Matrix 
 
In risk assessment it is common to present risk results within the context of a risk matrix.   
 
The risk matrix is a Cartesian chart with probability scores listed on the x-axis and severity 
scores listed on the y-axis.  Risk scores are presented within the body of the chart.  Within the 
chart, areas of low, medium and high risk can be denoted with colour coding.   
 
An example risk matrix is presented in Figure 7. 
 
In this example, the areas of low, medium and high risk correspond to the suggest risk 
tolerance thresholds outlined in the Protocol.  The special cases, described in Section 6.6 are 
also highlighted. 
 
The risk matrix is a visual representation of the risk profile of the infrastructure.  It clearly 
denotes the circumstances leading to high-risk interactions and areas of little immediate 
concern.   This can be a valuable tool, assisting the practitioner in identifying interactions that 
are potentially very sensitive to the assumptions underlying professional judgment.  
 
For example, in the case outlined in Figure 7, interactions receiving risk scores of 35 or 36 might 
merit closer attention.  In these cases, very minor shifts in the assumptions leading to 
probability and severity scores may result in shifting an interaction from medium risk to high 
risk. 
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Figure 7:  Example Risk Matrix 
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7 The Vulnerability Assessment Workshop 
 
Step 3 of the Protocol requires that the practitioner execute a workshop with representatives 
from the infrastructure ownership and operations teams.  This is a way to draw on the 
combined experience of the practitioner and people who have direct contact and history with 
the infrastructure.  This method allows the team to apply professional judgment in a 
transparent and consistent manner.  This can be done in a technically rigorous way and yield 
results that can withstand professional scrutiny.  
 
Where data exists, the practitioner is directed to use it.  However, if the data is missing or 
suspect in any manner, the practitioner is directed to rely on the professional judgment of the 
practitioner team and workshop participants.  Thus, the workshop represents the most 
important phase of the evaluation.  
 
The practitioner can execute the workshop in two fundamentally different ways. 
 

1. Practitioner Risk Assessment 
 

At the workshop the practitioner reviews the results of their risk assessment and invites 
participants to review and assess the probabilities and severities of the interactions 
identified by the practitioner.  This is a working session designed to test the 
practitioner’s risk profile against the experience and expertise of workshop participants. 

 
2. Facilitated Risk Assessment 

 
At the workshop, the facilitator guides participants through a process of reviewing 
interactions, confirming probability scores and assigning severity scores.  This is a 
working session designed to execute the risk assessment and establish a risk profile for 
the infrastructure. 

 
Although the Protocol allows the practitioner to conduct the risk assessment through a series of 
one-on-one meetings where necessary, experience to date demonstrates that a properly 
executed workshop yields the most robust risk analysis.  It is therefore strongly recommended 
that the practitioner use a workshop unless there are significant, compelling and material 
reasons to the contrary. 
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Given the importance of the workshop, it is critical that the right mix of knowledge, experience 
and professional skills be present.  If the practitioner team has been structured properly, the 
professional skills and experience should be available to the workshop.  However, the 
practitioner team may be missing hands-on experience with this particular infrastructure.  Local 
knowledge regarding weather events and how the infrastructure and operations team 
responded to those events is critical information of interest to the practitioner team.  
Participants at the workshop can fill these gaps.  It must be stressed that it is not sufficient to 
include only management and engineering staff from the infrastructure owner.  Operations and 
maintenance staff must also participate.  It is not uncommon for operations staff and 
management/engineering staff to have a distinctly different perspective of climate-
infrastructure interactions.  Events that the management team view to be very significant may 
already have been encountered and addressed by the operations team.  This is critical input to 
your vulnerability assessment.   
 

For example, the management team may view that a severe snow event could prevent 
operations staff from executing their duties, while the operations staff have already 

experienced snow events of equal or greater severity and developed methods to address the 
problems they encountered.   As often as not, these procedures are not formally documented 

and can only be described by the affected staff.   
 
Although these perspectives may seem trivial on the surface, they are very significant indicators 
of how the staff will respond during severe weather events that affect their operations 
responsibilities.  This should emerge during the workshop discussions and forms a substantive 
input to the local knowledge data used by the practitioner to establish the realistic risk profile. 
 
Generally, participants at the workshop should include: 
 
 The practitioner team; 
 Representatives from the infrastructure management team; 
 Representatives from the infrastructure engineering team; 
 Representatives from the infrastructure operations team; 
 Local expertise/knowledge regarding severe weather events in the region and climatic 

trends that may have affected the infrastructure; 
 Representatives from the organization providing climate information; 
 Representatives from any advisory groups or technical experts who may be supporting 

the vulnerability assessment; and 
 Others deemed necessary by the infrastructure owner or practitioner team. 



PIEVC Engineering Protocol  
For  

Infrastructure Vulnerability Assessment and Adaptation to a Changing Climate 
 

PRINCIPLES and GUIDELINES 
 

Version PG-10.1           June 2016 
 

 

  Page 53 of 54 
 

©Engineers Canada 
2015 

The workshop should follow a consistent agenda.  Given the number of laypeople who may be 
involved, it is important to provided sufficient background on the exercise to all participants 
and establish the expected outcomes from the meeting.  Generally, the workshop agenda 
should include: 
 
 A brief presentation on climatic change and the implications for the region; 
 A brief presentation on risk and risk assessment; 
 A brief presentation on the work completed by the practitioner to date; 

o As a minimum, identifying the key interactions to be considered by workshop 
participants; 

 Introduction of the spreadsheet or matrix developed by the practitioner in compliance 
with Step 3 of the Protocol; 

o Explanation of the infrastructure components weather events and climate trends 
that the practitioner deems to be relevant; 

o Polling of the workshop to determine if potentially relevant infrastructure 
components, weather events or climate trends have been missed; 

 A tabletop exercise, drawing on the expertise of workshop participants, establishing 
probability and severity for each relevant interaction identified by the practitioner.  This 
could be done by: 

o Assigning groups to input data to hard copies of the matrix distributed to the 
workshop; 

o Assigning groups to input data to laptops distributed throughout the workshop;  
o As a single facilitated discussion filling in a master spreadsheet projected to the 

entire workshop; or  
o Other methods as deemed appropriate. 

 If appropriate, a site visit or tour of the infrastructure or of specific components of the 
infrastructure; and 

 A summary of findings arising from the workshop. 
 
Because of the length of the agenda, and the need for rigorous discussion, the practitioner 
should plan the workshop for one complete eight-hour day.  Depending on assessment scope, 
staff availability and budget the practitioner may consider expanding the workshop to two full 
eight-hour days.  It is not uncommon for facilitated processes to need at least two days of 
workshop time to ensure that the entire team has opportunity to contribute to the assessment. 
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Given the amount of professional, billable, hours that will be consumed at the workshop, it is 
critical that the practitioner: 
 
 Carefully plan the event in consultation with the infrastructure management and 

operations teams; 
 Schedule it to maximize productive outcomes; 

o Not before screening analysis is complete or before all necessary and relevant 
data has been accumulated; and 

 Provide as much validated data and background information as possible.   
 

This Protocol has been used to assess the vulnerability of many different types of 
infrastructure.  The workshop approach outlined above has consistently unearthed issues that 

would otherwise have escaped the notice of practitioners.  For this reason, it is  STRONGLY 
recommended that practitioners use a workshop within the vulnerability assessment process.  
Only in cases where there are compelling and material reasons to use alternative approaches 
should these alternatives be considered.  Even then, it is  recommended that findings derived 

from the alternative still be reviewed with the infrastructure owner in a workshop 
environment.    
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